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RISK IMPACT AREAS

Score Level Service Delivery / Performance Political / Reputation Health and Safety Technology / Data Protection Financial Legislation / Regulatory
Contained within service area. Minimal delay in inability to meet
Minimal service disruption in non- [Complaint from individual / small Lo : standards required by national
" . : . . Isolated individual personal detail o
critical area of service for brief group / single supplier. No press compromised / revealed regulatory organisations and
period (hours). interest. Minor delay in member  [Minimal injury or discomfort to an P ' statutory government standards
inima’ objectives individual. Failure to repor osting <€1m. agencies.
1 M I bject dividual. Failure t t Cost £1
. Complaint from an individual to a |notifiable incident to the HSE. Minimal technological failure / - . . .
Commercial Plan Outcomes/ . . . . . Minimal disruption to our ability to
o member or internal complaint security breech with minimal . .
Objectives delayed by less than 1 . . . fulfil statutory duties for a number
month from a member. Minor change to impact on day-to-day service of hours
' political landscape. delivery. '
- Minor delay in inabili mpl
. . Adverse local publicity / local . or delay ab .ty to comply
Minor effect to an important . g o . with standards required by
. . public opinion aware. Lowered Some individual personal details : o
service area for a short period ercention/standing with local _ _ _ compromised / revealed national regulatory organisations
(days). :F;)u IiFe)rs 9 Injury causing loss of working p : and statutory government
. ppliers. time to an individual. HSE . standards agencies.
2 Minor Investigation leads to : : : Costing = £1m to <£2.5m.
Commercial Plan Outcomes/ Complaint or petition from a local |imProvement notice served or Minor technological failure / . . . .
. I . . threat of prosecution. security breech to the Minor disruption to our ability to
Project / Objective fails to deliver [group / delay to member T \ ;
. L organisation's ICT assets fulfil statutory duties for a short
on 1 important aspect. Delayed |objectives. Moderate change to . . :
. impacting on the day-to-day period (days).
by up to 3 months. political landscape. . .
delivery of services.
Adverse national media interest
orofessonaimunicipal press Moderate delay / inabilty to
Moderate service disruption of an P p P . L : comply with basic standards
. . Adverse local publicity of a major Many individual personal details . .
important service area for a ) . required by national regulatory
eriod of b to a week and persistent nature. Lowered compromised/ revealed organisations and statutor
P P ' perception/standing with national |Serious injury sustained by one or go%/ernment etandards aggncies
3 Moderate suppliers / profess|on.a| / local mor.e individuals. Prohibition Costing = £2.5m to <£5m
government community. Notice served by the HSE that
closes a key facility.
Commercial Plan Outcomes/ Moderate criticism from local Large technological failure / Moderate disruption to our ability
Maior Proiect / Obiective fails to government community. security breech with a significant to deliver statutory duties for a
delfver se{/eral keJ benefits Significant delay in member impact on the organisation's ICT prolonged period to the detriment
Delaved by 3 - 6 rzonths ' objectives. Significant change in assets essential for the day-to- of vulnerable people across
y y ' political landscape. day operation of critical services. Buckinghamshire (weeks).
Adverse and persistent national
media coverage. Adverse central Significant failure to comply with
Significant service disruption, government response, threat of , . required standards set out by
across several im All personal details compromised/ : o
portant areas of [removal of delegated powers. revealed national regulatory organisations
service for protracted period. Public Enquiry. Officer(s) and/or _ _ ' and statutory government
Member(s) forced to resign. Serious permanent disablement standards agencies.
4 Significant Council blackiisted by suppliers. |Of individual or several people. Costing = £5m to < £10m
Prosecution under Corporate
P ; <. ~[Manslaughter Act. e ; ;
. Significant and persistent criticism Significant technological failure / . .
Commercial Plan Outcomes/ g P : gnii 09 . Complete failure to deliver a
. . from central government. Major security breech with a detrimental )
Complete failure of business . o . RN statutory duty to the detriment of
" . o delay in member objectives. impact on the organisation's ICT
critical project / objective. . : . . vulnerable people across
Major change in political assets essential for the day-to- . .
Delayed by over 6 months. . " . Buckinghamshire.
landscape. day operation of critical services.
Adverse and persistent
international media coverage. . .
Adverse central government Severe failure to comply with
Complete service failure across response. threat of removal of All personal details compromised/ mandatory standards set out by
all critical areas of service for P ' ) revealed and exposed to groups national regulatory organisations
] delegated powers. Public : -
protracted period. Enquiry. Officer(s) and/or undertaking fraudulent activity. and statutory government
' . S standards agencies.
Member(s) forced to resign. Death of an individual or several g
5 Severe Council blacklisted by suppliers. |people. Prosecution under Costing = £10m & over

Complete failure to deliver
Commercial Plan Outcomes/
business critical project /
objective. Delayed by over 12
months.

Condemning criticism from
central government. Complete
failure to meet member
objectives. Catastrophic change
in national/international political
landscape.

Corporate Manslaughter Act.

Severe and prolonged complete
technological failure / full security
breech with a detrimental impact
on the organisation's ICT assets
essential for the day-to-day
operation of critical services.

Complete failure to deliver a
statutory duty to the detriment of
vulnerable people across
Buckinghamshire for a protracted
period.
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